HIPAA SECURITY RULE STANDARD POLICIES
Effective April 21, 2005

Amended July 31, 2019
Charlottesville Radiology, Ltd. (CRL) is committed to maintaining formal procedures to limit physical access to its electronic information systems while ensuring that properly authorized access is allowed.  CRL will safeguard the equipment therein from unauthorized physical access, tampering, and theft.  As such, CRL will continually assess potential threats, risks and vulnerabilities to individual protected health information in its possession, and develop, implement and maintain appropriate administrative, physical and technical security measures in accordance with 45 CFR 164.308, 45 CFR 164.310, and 45 CFR 164.312 respectively.  Compliance is not a one time goal.  CRL is committed to maintaining all polices and procedures as needed.
The Security Rule adopts standards for the security of electronic protected health information (EPHI) to be implemented by covered entities, including health plans, health care clearinghouses, and health care providers.  The intent of the Security Rule is to establish a level of protection for EPHI against authorized disclosures, unauthorized modification and loss.  
The General Requirements section of the rule states that covered entities must do the following to protect EPHI:

· Ensure the confidentiality, integrity, and availability of all EPHI created, received, maintained or transmitted.

· Protect against any reasonably anticipated threats or hazards to the security or integrity of such information.  

· Ensure compliance by the workforce.


It is the policy of Charlottesville Radiology, Ltd. to protect and maintain the confidentiality, integrity and availability of electronically transmitted and maintained patient information, medical records, and business operations; and to comply with all applicable laws and regulations, including both the Privacy and Security Regulations under HIPAA as amended  by the Omnibus Rule.
ADMINISTRATIVE SAFEGUARDS: 45 CFR 164.308
HIPAA Administrative Safeguards are a critical piece to the larger health data security puzzle that all covered entities must put together. Administrative safeguards are not only a federal requirement, but they play an important role in ensuring that sensitive health data remains secure and out of the reach of unauthorized individuals.  The Administrative Safeguards provisions are defined in the HIPAA Security Rule as the “administrative actions, policies, and procedures to manage the selection, development, implementation, and maintenance of security measures to protect electronic protected health information and to manage the conduct of the covered entity's workforce in relation to the protection of that information.
Standard 1   164.308(a)(1)(i)  Security Management Process: Implement policies and procedures to prevent, detect, contain and correct security violations.
This standard establishes the basic policies and procedures that Charlottesville Radiology, Ltd. (CRL) must put in place to properly guide its employees in HIPAA administrative safeguard compliance. This is also where healthcare organizations need to consider their risk management and risk analysis procedure.  Essentially, reviewing their security measures to ensure they have a strong strategy to protect the confidentiality, integrity, and availability of EPHI. 

164.308(a)(1)(ii)(A) Risk Analysis (Required): Conduct an accurate and thorough assessment of the potential risks and vulnerabilities to the confidentiality, integrity, and availability of electronic protected health information held by the covered entity or business associate.
CRL has reviewed the system operation from Charlottesville Radiology, Ltd. to Medical Business Management Systems (MBMS).  All information that is sent or received over that network line is within the federal standard guidelines.  Any PHI that is sent or received electronically with MBMS is performed over a secure network or sent in an encrypted e-mail.  Any information that is sent or received with Sentara Martha Jefferson Hospital is secured through their network and is maintained through Sentara Martha Jefferson Hospital.

164.308(a)(1)(ii)(B) Risk Management (Required):  Implement security measures sufficient to reduce risks and vulnerabilities to a reasonable and appropriate level to comply with §164.306(a).

Security professionals generally define risk management as a process for identifying, selecting, and implementing controls, countermeasures, reporting, and verification to achieve an appropriate level of risk at an acceptable cost.  Someone must be accountable and have the ability to make complex and often difficult decisions. This individual, the Privacy and Security Officer, will ultimately determine what level of threat and risk is appropriate and acceptable.  
CRL will periodically review the policies to ensure that any EPHI that CRL is sending or receiving is meeting and within all federally regulated guidelines set forth by the HIPAA Privacy and Security Rule as amended by the Omnibus Rule.  
CRL will provide a secure electronic environment that will have administrative procedures, physical safeguards and technical security mechanisms in place.  
164.308(a)(1)(ii)(C) Sanction Policy (Required):  Apply appropriate sanctions against workforce members who fail to comply with the security policies and procedures of the covered entity or business associate.
The final rule requires Charlottesville Radiology, Ltd. to have written policies and procedures for the application of appropriate sanctions for violations of this subpart and to document those sanctions.  Additionally, the HHS Office of Inspector General believes that a key element of an effective corporate compliance program is the consistent enforcement of policies and procedures to prevent and detect violations of law.  
CRL is committed to enforcing all Security Standards according to the guidelines set forth by in the Federal Register 164.306.  Any breach of the standards will result in a meeting with the Privacy and Security Officer and a physician who is a member of the board if necessary.  If it is determined at the conclusion of the meeting that regulations were not followed or disregarded, a discussion with the individual may include but not limited to immediate termination. 
164.308(a)(1)(ii)(D) Information System Activity Review (Required):  Implement procedures to regularly review records of information system activity, such as audit logs, access reports, and security incident tracking reports.
The Information System Activity Review implementation specification requires
Charlottesville Radiology to regularly review records of information system activities such as audit logs, access reports, and security incident tracking reports.  The information system activity review enables the Privacy and Security Officer for CRL to determine if any patient EPHI is used or disclosed in an inappropriate manner. 

CRL will request from MBMS and Sentara Martha Jefferson Hospital log reports on systems that deal with EPHI information (MBMS billing system or Sentara Martha Jefferson Hospitals Powerchart/EPIC) to review systems activity.  Audit logs, access reports and tracking reports will be reviewed as needed to ensure proper authorization is not being breached.  
Standard 2  164.308(a)(2)  Assigned Security Responsibility:  The responsibility for security should be assigned to a specific individual or organization to provide an organization focus and importance to security, and that the assignment be documented.
The Charlottesville Radiology, Ltd. Board of Directors has selected Christine Jargowsky as the Privacy and Security Officer and Christopher D. Cook, M.D. as the physician representative.  These individuals will be responsible for the development and implementation of the policies and procedures required.   
Standard 3  164.308(a)(3) Workforce Security:  Implement policies and procedures to ensure that all members of its workforce have appropriate access to electronic protected health information, as provided under paragraph (a)(4) of this section, and to prevent those workforce members who do not have access under paragraph (a)(4) of this section from obtaining access to electronic protected health information.
Within the work environment, workforce members that need access to EPHI to carry out their duties must be identified.  This Standard requires CRL to implement policies and procedures that ensure that employees have appropriate access to ePHI so they can properly perform their job functions.  For each workforce member, or job function, Charlottesville Radiology must identify the EPHI that is needed, when it is needed, and make reasonable efforts to control access to the EPHI.

This will also include identification of the computer systems and applications that provide access to the EPHI.  Charlottesville Radiology must provide only the minimum necessary access to EPHI that is required for an employee to do his or her job.  Procedures should be consistent when determining who has access.  This is also where termination procedures must be considered.  For example, after an employee who had access to ePHI is terminated, CRL should ensure that he or she can no longer access that information. This could be done by deactivating an employee password or access code.
CRL maintains with MBMS that all eligible employees/partners will have appropriate access to EPHI.  This will prevent those employees/partners who do not need access are prevented from obtaining it.  Only select employees/partners will receive access to the Sentara Martha Jefferson Hospital Power Chart/EPIC System in order to ensure that all employees/partners will only have appropriate access.  If anyone attempts to logon to the MBMS or Sentara Martha Jefferson Hospital system and incorrectly enters the user id or password, the system will automatically lock and display an insufficient rights message.     

164.308(a)(3)(A)  Authorization and/or Supervision (Addressable):  Implement procedures for the authorization and/or supervision of workforce members who work with electronic protected health information or in locations where it might be accessed.
The Authorization and/or Supervision implementation specification provides the necessary checks and balances to ensure that all members of the workforce have appropriate access (or, in some cases, no access) to EPHI.  Authorization is the process of determining whether a particular user (or a computer system) has the right to carry out a certain activity, such as reading a file or running a program.  Implementation of this addressable implementation specification will depend upon the size and complexity of the workforce and the information systems that contain EPHI.  

Pending the employee’s job description, eligible employees/partners will have access to the appropriate level of EPHI needed to perform their job.  All systems are password protected to avoid employees and partners not authorized to have access the inability to do so.  When an employee who is not generally authorized to EPHI is working in a location that they could have access to EPHI, the employee will be supervised or have authorization from the Security Officer, a manager, a physician or a partner.  This verbal/written authorization will specifically state what EPHI they are permitted to view and work with.  
164.308(a)(3)(B) Workforce Clearance Procedures (Addressable):  Implement procedures to determine that the access of a workforce member to electronic protected health 
information is appropriate.”
Charlottesville Radiology needs to address whether all members of the workforce with authorized access to EPHI receive appropriate clearances.  In other words, the clearance process must establish the procedures to verify that employees do in fact have the appropriate access for their job functions and that the access is at the “minimum necessary”.
The Privacy and Security Officer will determine what access level is appropriate for its employees and partners.  Background checks are not mandatory at CRL but will be completed when deemed necessary.
164.308(a)(3)(C) Termination Procedures (Addressable):  Implement procedures for terminating access to electronic protected health information when the employment of a workforce member ends or as required by determinations made as specified in paragraph (a)(3)(ii)(B)[the Workforce Clearance Procedure] of this section.” 

Termination procedures must be implemented to remove access privileges when an employee, partner, provider, or other individual previously entitled to access information no longer has these privileges. Whether the employee leaves CRL voluntarily or involuntarily, procedures to terminate access must be in place. The same process that is implemented for termination should also be used to change access levels if an employee’s job description changes to require more or less access to EPHI. The procedures should also address the complexity of the organization and the sophistication of associated information systems
Upon an employee’s/partners termination, CRL will immediately disable all system passwords and request that all passwords be disabled for all software programs and have authorization revoked.  The employee/partner will return any keys to the Privacy and Security Officer and be monitored to ensure that no PHI or EPHI is removed from the premises.  
Standard 4  164.308(a)(4)  Information Access Management:  Implement policies and procedures for authorizing access to electronic protected health information that are consistent with the applicable requirements of subpart E of this part.
This standard requires Charlottesville Radiology to restrict access to only individuals and entities with a need for access.  Restricting access to only those persons and entities with a need for access is a basic tenet of security. By implementing this standard, the risk of inappropriate disclosure, alteration, or destruction of EPHI is minimized.  Charlottesville Radiology must determine those persons and/or entities that need access to EPHI within their environment. Compliance with this standard should support compliance with the HIPAA Privacy Rule minimum necessary requirements, which requires Charlottesville Radiology to evaluate their practices and enhance safeguards as needed to limit unnecessary or inappropriate access to and disclosure of protected health information.

Pending the employee’s job description, eligible employees/partners are permitted sufficient access management to EPHI to fulfill their job duties.  The 2 sources for obtaining EPHI are: (1) MBMS and (2) Sentara Martha Jefferson Hospital’s Powerchart/EPIC.  Only specific employees/partners, pending the employees/partners job description, will be authorized to access EPHI.   All CRL employees/partners will be required to only view the minimum necessary for TPO.  

164.308(a)(4)(i)(A)  Isolated Health Care Clearinghouse Functions (Required):  CRL does not directly utilize a clearinghouse.  All clearing house functions are performed through MBMS who maintains their own Security Standards.
164.308(a)(4)(i)(B)  Access Authorization (Addressable):  For the Access Authorization implementation specification, Charlottesville Radiology and its Business Associates must implement policies and procedures for determining which employees should receive access to electronic protected health information; for example, access to a workstation, transaction, program, process, or other mechanism.  This implementation might include information for use policies and procedures that assist in the establishment of rules for granting access to a computer terminal, transaction, program, process, or some other user.
Guidelines to follow when implementing policies and procedures for granting access to ePHI, include, but are not limited to the following:
· Most breaches of confidentiality result from poor personnel security, which is often the result of poorly designed or managed access authorization. Hence, Charlottesville Radiology must ensure that access is limited so as to minimize this risk.

· HIPAA, in its implementing regulations, other state and federal laws, professional ethics, and accreditation requirements, specify that only those individuals with a need to access and use ePHI should have access to such information.  

· Limiting access to those with a need to know and giving them no more access than necessary for performance of their duties will help Charlottesville Radiology comply with the HIPAA Privacy regulation’s “minimum necessary” rule.

· Those with authorized access should have no more access than needed for the performance of their responsibilities and job duties.

· An emergency override may be necessary for some ePHI users, such as providers, care managers, therapists, Administrators, and other personnel, to respond to emergencies.

· HIPAA, and solid, prudent practice, require screening of all personnel with access.

The CRL Privacy and Security Officer will assign appropriate access to eligible employees/partners pending their job description and their needs to access PHI.  This will vary pending the software program that is placed on the employees/partners work station and the access given.  
164.308(a)(4)(i)(C)  Access, Establishment and Modification (Addressable):  Implement policies and procedures that, based upon the covered entity's or the business associate's access authorization policies, establish, document, review, and modify a user's right of access to a workstation, transaction, program, or process.

Access establishment is about security policies and rules that determine an employee’s initial right of access to a terminal, transaction, program, process, or some other use.  Access modification is about security policies and rules that determine the types of, and reasons for, modification to an entity’s established right of access, to a terminal, transaction, program, process, or some other user.  

Once access has been authorized by the Privacy and Security Officer, CRL needs to implement policies and procedures establishing that access and directions as to how to modify that access in the future as needed. The objective of the Access Establishment and Modification implementation specification is to implement policies and procedures that establish, document, review, and modify a user’s right of access to a workstation, transaction, program, or process.  The procedures describe how access is actually implemented through the use of various systems and procedures, including passwords.  An authentication policy will establish trust through an effective password policy, and by setting guidelines for remote location access.

Charlottesville Radiology monitors access to ensure individuals have access to the EPHI they need and no more. If an employee has too little access, access should be authorized and expanded. If they have too much access, access needs to be restricted.  The Security rule does not dictate a particular access control mechanism, however, user-based, role-based, and context-based access control procedures are the most prevalent and widely used.  Consistent access management is a critical component in having effective security.  Ensuring that workforce members and other users only have privileges required to perform their job functions mitigates a great deal of risk, as the greatest threat to security has always been the insider.

The CRL Privacy and Security Officer has the responsibility and duty at any given time to review, document and modify a user’s right of access to a workstation, transaction, program or process.
Standard 5   164.308(a)(5)  Security Awareness and Training:  Implement a security awareness and training program for all members of its workforce (including management).
This standard requires Charlottesville Radiology to conduct workforce security awareness training for all members of the Charlottesville Radiology workforce who are involved in the creation, transmission, and storage of EPHI.  According to the 2018 Cynergistek™ annual report on the state of healthcare cybersecurity, internal data breaches continue to be a significant challenge for physician offices with 74% of unauthorized insider access to patient records caused by employees looking into household members records. The second most common form of unauthorized insider access was accessing high profile (VIP/confidential) patient data.  Therefore, training is paramount to inform employees of the risks associated with snooping into records they are not authorized to access.
CRL has implemented a security and training awareness program for all employees/partners.  The training will include but not limited to:
· Overview of Privacy Standard Requirements and the changes caused by the Omnibus Act
· Introduction of the Privacy and Security Officer: Christine C. Jargowsky
· Explanation of Workforce Confidentiality Agreements

· Changes to CRL’s Notice of Privacy Practices (NOPP)

· Review of Who Can Access Patient Information and Verification and Validation Procedures

· Explanation of Changes in the importance of the Minimum Necessary Standard
· Overview of Practice’s Security Policies and Procedures

· Explanation of the Latest Security Requirements including the HITECH and Omnibus Act. 
· The Importance of Confidentiality, Integrity, and Availability
· The Security Rules Scalability, Flexibility, and Generalization Properties
· The Difference Between the “Required Standards” and the “Addressable Standards”
· The Security Rule Safeguards
· Administrative Requirements 
· Physical Safeguards

· Technical Security Services and Mechanisms

· Discussion of Responsibilities as it Relates to ePHI, electronic faxes and other transmissions.
· Discussion of Civil and Criminal Penalties for both the Practice and for the Individual

164.308(a)(5)(A)  Security Reminders (Addressable):  Periodic security updates
CRL will maintain a Privacy and Security Officer and a Physician/Board Member as the Security Compliance Committee at all times.  This individual/team has permission to outsource or utilize outside resources to assist in maintaining compliance. 
164.308(a)(5)(B)  Protection from Malicious Software (Addressable):  Implement procedures 
for guarding against, detecting, and reporting malicious software.
One important security measure that employees may need to be reminded of is security software that is used to protect against malicious software. Malicious software can be thought of as any program that harms information systems, such as viruses, Trojan horses or worms. As a result of an unauthorized infiltration, EPHI and other data can be damaged or destroyed, or at a minimum, require expensive and time-consuming repairs.  Malicious software is frequently brought into an organization through email attachments, and programs that are downloaded from the Internet. Under the Security Awareness and Training standard, the workforce must also be trained regarding its role in protecting against malicious software and system protection capabilities.
CRL will offer protection from malicious software by utilizing a security software program on all CRL computer systems.  No outside software may at any time be loaded on to a CRL computer nor at any given time may any programs be downloaded from the internet onto a CRL computer system without prior authorization from the Security Officer.
164.308(a)(5)(C)  Log-in Monitoring (Addressable):  Procedures for monitoring log-in attempts and reporting discrepancies.
Employees logging on and into their domain workstation computers is a day-to-day activity that occurs in any Practice.  At the outset this might look like a simple Active Directory event but the Privacy and Security Officer use this valuable data for diverse audit, compliance and operational needs.  The Log-In Monitoring implementation specification requires Charlottesville Radiology to implement procedures for monitoring log-in attempts and to report discrepancies.  Individuals who have not been granted access to sensitive PHI and other information, e-mail, critical systems and applications, may try to gain access by using software to discover user identification and passwords. 
Persons may attempt to guess passwords for particular individuals and thus gain unauthorized entry to restricted applications, PHI and e-mail accounts.  Typically, an inappropriate or attempted log-in is when someone enters multiple combinations of usernames and/or passwords to attempt to access an information system. Fortunately, many information systems can be set to identify multiple unsuccessful attempts to log-in. Other systems might record the attempts in a log or audit trail. Still others might require resetting of a password after a specified number of unsuccessful log-in attempts.
CRL will utilize reports that we request, and are generated, from MBMS or Sentara Martha Jefferson Hospital to see if a CRL employee is attempting to utilize another employees (or partners) ID or if an unauthorized user is attempting to utilize a password to access the system.  CRL will monitor internet access for unauthorized use while on a CRL computer. 
164.308(a)(5)(D)  Password Management (Addressable):  Procedures for creating, changing, 
and safeguarding passwords.
The HIPAA password requirements stipulate procedures must be put in place for creating, changing and safeguarding passwords unless an alternative, equally-effective security measure is implemented. We suggest the best way to comply with the HIPAA password requirements is with two factor authentication.  Enterprise-wide medical practices generally gravitate towards the 60-day policy because of the consistency it provides. While other small-medium sized practices draw closer to the 90-day policies.  The amount of time can vary based on the type of data that requires protection. In other words, the data “sensitivity” can become the prime factor that determines how often this process should occur. Make sure your organization has a policy indication when a user needs to change their password. In addition to forcing users to change their passwords at a pre-determined time, HIPAA compliant organizations should also implement two-factor authentication to avoid simple brute-force attacks on their systems.
It is essential for strong passwords to be set to prevent them from being guessed and to reduce the potential for brute force attacks to succeed. Strong passwords include numbers, a combination of upper and lower case letters, and special characters. The longer the password, the more secure it is as the harder it is to guess. However, there is considerable debate surrounding password policies to meet HIPAA requirements.

One aspect of passwords that is something of a hot topic is whether it is better to make passwords complex by using random combinations of digits, letters, and symbols. While this certainly makes it harder for the passwords to be guessed, it also makes it much harder for users to remember them. That means employees are more likely to write their passwords down so that they can remember them, which is far from secure. HIPAA covered entities should follow the advice of NIST when it comes to creating password policies. Currently, NIST believes it better to use long passphrases rather than 8 digit random strings of digits, letters, and symbols. Not only is it harder for a 16-digit (or more) passphrase to be guessed, it is also much easier for users to remember.
Each Charlottesville Radiology employee is required to update and verify their password upon request with MBMS and Sentara Martha Jefferson Hospital.
Standard 6  164.308(a)(6)(i)  Security Incident Procedures Standard:  Implement policies and procedures to address security incidents.

This standard requires Charlottesville Radiology to implement necessary policies and procedures to address security incidents.  Security incident procedures address how employees can identify security incidents and provides that the incident be reported to the appropriate person or persons.  The Security Rule defines a security incident as, “the attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system.”  Security incident procedures must address how to identify security incidents and provide that the incident be reported to the appropriate person or persons at Charlottesville Radiology.

Whether a specific action would be considered a security incident, the specific process of documenting incidents, what information should be contained in the documentation, and what the appropriate response should be will be dependent upon an entity’s environment and the information involved. Breaches are an impermissible acquisition, access, use, or disclosure that compromises the security or privacy of PHI.  
This standard requires Charlottesville Radiology to implement necessary policies and procedures to address security incidents.  Security incident procedures address how employees can identify security incidents and provides that the incident be reported to the appropriate person or persons. 
Upon notification of a security incident, including but not limited to attempted or successful unauthorized access use, disclosure, modification or destruction of EPHI or interference with systems operations immediately, the Privacy and Security Officer will meet with Dr. Christopher D. Cook or a board member (pending availability) to review the incident.  If the incident involves an employee or a physician partner, the individual will be asked to review and discuss the breach.  Pending the severity of the incident, the action will result in a meeting with the employee/physician partner, the Privacy and Security Officer, and Dr. Christopher D. Cook, if applicable.  The results of this meeting will determine if any action will be taken and is not limited to immediate termination pending the level of incident.
164.308(a)(6)(ii)  Response and Reporting (Required):  Identify and respond to suspected or known security incidents; mitigate, to the extent practicable, harmful effects of security incidents that are known to the covered entity or business associate; and document security incidents and their outcomes.
Security incident procedures must describe how workforce members are to respond to an incident. This may include: preserving evidence; mitigating, to the extent possible, the situation that caused the incident; documenting the incident and the outcome; and evaluating security incidents as part of ongoing risk management.  The Response and Reporting Implementation Specification requires Charlottesville Radiology to identify and respond to suspected or known security incidents; mitigate, to the extent practicable, harmful effects of security incidents that are known to the covered entity; document security incidents and their outcomes; and report to the patients that their information has been breached.  
The CRL Privacy and Security Officer is required to identify and respond to known security incidents that could possibly cause harmful effects.  The incident response procedures must enable security personnel to identify, mitigate, and recover from malicious computer incidents. §164.304 defines a security incident as “the attempted or successful unauthorized access, use, disclosure, modification or destruction of information or interference with system operations in an information system.” §164.304 further defines system as “an interconnected set of information resources under the same direct management control that shares common functionality. A system normally includes hardware, software, information, data, applications, communications and people.”  The Privacy and Security Officer will document these incidents and if appropriate, address them with the CRL Board of Directors and notify the employee of the outcome.
Whether a specific action would be considered a security incident, the specific process of documenting incidents, what information should be contained in the documentation, and what the appropriate response should be will be dependent upon an entity’s environment and the information involved.   Generally, an incident is any event that may compromise the security of a system (operating system, application, database, etc.), a network, or data.  An incident need not be real; even the threat of such an event can be considered an incident in many cases.  Incidents can also be accidental or natural, for example: electrical power outages; hardware failures; human error; and acts of God (e.g., tornados, fire, earthquake, and hurricanes.)
The term “security incident” can include a broad range of topics. Some examples of incidents are: property theft (hardware or software); compromised passwords, tokens, or other means of controlled access to PHI; lost access badge; unauthorized access (physical or logical); unauthorized disclosure of PHI (hardcopy or electronic); unauthorized use of accounts or privileges; tampering with data with malicious intent; misusing PHI; malicious code or virus; hoaxes that cause stress and waste of business resources; hacking (actual or attempted); criminal activity; identity theft; fraud; improper network activity (e.g., probes or network mapping from unknown or unauthorized sources); and denial of service attacks or attempts. 
Standard 7  164.308(a)(7)(i)  Evaluation;  Perform a periodic technical and non-technical evaluation, based initially upon the standards implemented under this rule and subsequently, in response to environmental or operational changes affecting the security of electronic protected health information, that establishes the extent to which an entity’s security policies and procedures meet the requirements of this subpart.
It is the responsibility of CRL to conduct an evaluation and assess the need for changes to the security environment and operational changes or even regulatory changes since the last evaluation.  For example, new technology adopted or responses to newly recognized risks to the security of their information.  To ensure comprehensive coverage in technical evaluation, testing should include both security functional (to ensure the system components are enforcing security policies correctly) and penetration testing (to provide a level of assurance that security controls guard against circumvention).
164.308(a)(7)(i)  Contingency Plan:  Establish (and implement as needed) policies and procedures for responding to an emergency or other occurrence (for example, fire, vandalism, system failure, and natural disaster) that damages systems that contain electronic protected health information.
The goal of the Contingency Plan is to ensure that Charlottesville Radiology Providers have their EPHI available when it is needed.   HIPAA Rules on contingency planning are concerned with ensuring Charlottesville Radiology returns to normal operations as quickly as possible and the confidentiality, integrity, and availability of PHI is safeguarded. Contingency planning, also known as Business Continuity Planning (BCP), is about a coordinated strategy that involves plans, procedures and technical measures to enable the recovery of systems, operations, and data after a disruption.  Business Continuity Planning (BCP) and Disaster Recovery Planning (DRP) is the overall process of developing an approved set of arrangements and procedures to insure that Charlottesville Radiology can respond to a disaster and resume its critical business functions within a required time frame objective. The primary objective is to reduce the level of risk and cost to the Practice and the impact on the staff, patients, and suppliers. 
This standard requires Charlottesville Radiology to consider what to do in a natural disaster, a break-in, a hack, or power lost.  HIPAA Contingency plans address the “availability” security principle. The availability principle addresses threats related to business disruption –so that authorized individuals have access to vital systems and information when required.  A good contingency plan ensures that any damage, injury, or loss to property, personnel, and data are contained.  Additionally, it will ensure that key organization operations are able to continue.

Flooding, fire, and severe weather can create problems for any medical practice if proper planning is not in place. But a cybersecurity attack could also leave a provider’s data unreadable or unusable.  In the event data is compromised due to a cyberattack, restoring the data from backups may be the only option to recover the data and restore normal business operations,  Contingency planning consists of laid out strategies on how to implement various technical measures, procedures and plans to ensure the recovery of networking systems, data and operations in the event of a disruption. The Business Continuity Planning and Disaster Recovery planning is the development process of creating necessary measures and procedures in ensuring Charlottesville Radiology is able resume to its normal functions in event of a crisis, disaster or disruption. 
CRL has established policies and procedures for how to respond to an emergency or other occurrence that damages systems that contain EPHI, including fire, vandalism, system failures, and natural disasters; which may vary substantially from highly complex to simple manual processes.
164.308(a)(7)(i)(A)  Data Backup Plan (Required):  Establish and implement procedures to create 
and maintain retrievable exact copies of electronic protected health information.
Data backup requirements appear in two places in the security rule.  One instance occurs in the "media controls" standard (Physical Safeguards), and requires a plan for backing up health information data before moving computer equipment on which the data reside (such as during an office renovation or relocation). That requirement is "addressable," which means Charlottesville Radiology must implement the standard unless it is inappropriate or unreasonable and cannot be met through an alternative measure.

The second data backup plan is a required implementation specification defined within the HIPAA Contingency Plan standard in the Administrative Safeguards section of the HIPAA Security Rule.  All Covered Entities, including Charlottesville Radiology, must establish procedures to create and maintain retrievable exact copies of electronic health information stored on their computer systems.  
A data backup plan ensures that when disaster strikes, PHI is not lost or destroyed. A viable copy of all ePHI must be created that allows exact copies of ePHI to be restored, which includes all forms of ePHI such as medical records, diagnostic images, test results, case management information, and accounting systems.  Backups must also be tested to ensure the recovery of data is possible. The objective of the data backup plan is to establish and implement procedures to create and maintain retrievable exact copies of EPHI. The data backup plan is a documented and routinely updated plan to create and maintain, for a specific period of time, retrievable exact copies of information. 
A power surge, natural disaster, theft, equipment failure, software malfunction, failed upgrade, or legal proceeding may create a need for your office to restore a copy of your data from a previous day, week, month, or even year.  If you have a copy of your data to fall back on, you can confidently move forward.  
Other reasons to backup:

· Prevent unnecessary data loss in a disaster.

· Keep historical copies of your practice information.

CRL will perform frequent backup’s of Christine Jargowsky’s system to Carbonite. The accounting information is also backed up monthly with CRL’s accountant.  
164.308(a)(7)(i)(B)  Disaster Recovery Plan (Required):  Establish (and implement as needed) procedures to 
restore any loss of data.
The objective of a disaster recovery plan is to establish (and implement as needed) procedures to restore any loss of data.  A disaster recovery plan should establish the procedures that must be followed to restore access to data, including how files should be restored from backups. A copy of the plan should be readily available and stored in more than one location and off-site.  The disaster recovery plan is the part of the overall contingency plan that contains a process enabling Charlottesville Radiology to restore any loss of data in the event of fire, vandalism, natural disaster, or system failure.  The disaster recovery plan applies to major, usually catastrophic, events that deny access to the normal facility for an extended period.  The structure of the disaster recovery plan is driven by the tolerance (or lack of tolerance) of the unavailability of the system.  You must test your disaster recovery plan - backup is useless if your recovery fails, therefore the law requires that you "Implement procedures for periodic testing and revision of contingency plans." (CFR 164.308(7)(ii) (D)). Unfortunately, testing tape-based or disk-based recovery can be time-consuming, so most companies rarely do it.

Carbonite will be retrieved to reinstall QuickBooks and information back to the CRL system.  Assistance will be contracted by NWG or another computer programming company for reinstallation of software and programs.  CRL will request assistance from Sentara Martha Jefferson Hospital for access to their Powerchart/EPIC and PACS system as needed.
164.308(a)(7)(i)(C)  Emergency Mode Operation Plan (Required): Establish (and implement as needed) procedures to enable continuation of critical business processes for protection of the security of electronic PHI while operating in emergency mode.
The Emergency Mode Operation Plan contains the procedures, methods, and processes to keep PHI protected and where it's needed during a crisis. This satisfies the PHI "availability" goal of the security rule.  In contrast, the disaster-recovery plan details concerns restoring your information systems and healthcare operations to the state they were in before the disaster. The Emergency Mode Operation Plan must ensure critical business processes continue to maintain the security of ePHI when operating in emergency mode, for example when there is a technical failure or power outage. The name Emergency Mode Operation Plan suggests a full continuity of operation plan (COOP) or business continuity plan (BCP) while the standard language actually calls for the entity to ensure “… continuation of critical business processes for protection of the security of electronic protected health information while operating in emergency mode.”  That is, CRL cannot let its guard down when operating in emergency mode.  An emergency mode operation plan contains a process that enables an enterprise to continue to operate in the event of fire, vandalism, natural disaster, or system failure. In a manner similar to disaster recovery planning, it is critical to have available the required resources for effective emergency mode operation plan testing.
Pending the current emergency situation, CRL will assess and prioritize the tasks that need to be accomplished.  This will vary pending the emergency situation that has occurred.  CRL will contract out, if necessary, and utilize the appropriate resources to recover EPHI as soon as possible.  These resources are but not limited to:  MBMS, Sentara Martha Jefferson Hospital, NWG and/or another programming computer company to assist as needed.  The steps and procedures will be documented for record keeping purposes.    
164.308(a)(7)(i)(D)  Testing and Revision Procedure (Addressable):  Implement procedures for 
periodic testing and revision of contingency plans.
The Testing and Revision Procedures implementation specification requires Charlottesville Radiology to address implementing procedures for periodic testing and revision of contingency plans.  All elements of the Contingency Plan must be regularly tested and revised as necessary.  OCR continues to recommend conducting scenario-based walkthroughs and live tests of the complete plan. Testing and revision procedures are documented procedures for periodic testing of written contingency plans to discover weaknesses and the subsequent process of revising the documentation, if necessary.

Written testing and feedback mechanisms are keys to successful testing.  This implementation specification ensures that contingency plans are kept up-to-date when business processes change.  Often, simple steps in conducting disaster recovery or other business continuity planning revival are missed because they have not been tested from start to finish. While implementing a testing and revision procedure or process is considered addressable, it is worthwhile to periodically prepare a “test run.”  Human emotions and inability to think clearly during a crisis situation alone drive the need to routinely test and revise procedures to assure that even staff unfamiliar with the process can follow step by step instructions to facilitate continuity of the business during and immediately after a crisis.
CRL will utilize the emergency system listed above for backup and disaster recovery plans.  CRL will revise this policy as necessary in light of CRL’s size, configuration, physical location, and environment.
164.308(a)(7)(i)(E)  Applications and Data Criticality Analysis (Addressable):  Assess the relative criticality of specific applications and data in support of other contingency plan components.
The purpose of the Application and Data Criticality Analysis standard is to determine the criticality to Charlottesville Radiology's operations of all application based components and the potential losses which may be incurred if these components were not available for a period of time to the Practice’s Providers.  All software applications that are used to store, maintain, or transmit ePHI must be assessed to determine the level of criticality to business functions as it will be necessary to prioritize each when data is restored. 

The objective of applications and data criticality analysis is to regularly review and assess the relative criticality of specific applications and data in support of the other contingency plan components developed and implemented. It is the Practice's formal assessment of the sensitivity, vulnerabilities, and security of its programs and information it receives, manipulates, stores, and/or transmits. A prioritized list of specific applications and data will help determine which applications or information systems get restored first and/or which must be available at all times.  

This analysis has identified the software applications and data that are most important to Charlottesville Radiology's operations—and the IT systems that support them. That can help the Privacy and Security Officer decide what applications and data to restore first in the event of a disaster. It is Charlottesville Radiology's formal assessment of the sensitivity, vulnerabilities, and security of its programs and information it receives, manipulates, stores, and/or transmits.  For example, you may not need to restore e-mail as quickly as your health records application, and some of your file servers probably contain information that’s more critical to your operations than other servers.  

HIPAA’s security regulations require Charlottesville Radiology to have a disaster recovery plan and an emergency mode operation plan to respond to emergencies that could damage systems with electronic protected health information (EPHI).  Remember that criticality refers simply to the importance of the application (program) or data (information) to Charlottesville Radiology's specific business functions.  One tangible result of an applications and data criticality analysis is a prioritized list of programs and information to be recovered or restored in the event of system failure.

CRL will review and revise, if necessary, the disaster recovery plan and the emergency mode operation plan to determine which software applications and data are the most important to Charlottesville Radiology's operations.  Pending the results of the review, CRL will modify/revise or update the data back up plan and disaster recovery plan to ensure CRL the most efficient and accurate restoration of backup data as possible. 
Standard 8 164.308 (a)(8)  Evaluation:  Perform a periodic technical and non-technical evaluation, based initially upon the standards implemented under this rule and subsequently, in response to environmental or operational changes affecting the security of electronic protected health information, that establishes the extent to which an entity’s security policies and procedures meet the requirements of this subpart.
This standard requires Charlottesville Radiology to implement ongoing monitoring and evaluation plans and to periodically conduct an evaluation of the security safeguards to demonstrate and document their compliance with the entity’s security policy and the requirements of this subpart. These should be periodically reviewed so Charlottesville Radiology can adjust to any environmental or operational changes that affect EPHI security.  

NOTE:  As a reminder - §164.308(a)(8) Evaluation - replaced the concept and terminology of “certification” in the final HIPAA Security Rule.  No official or government certification or credentialing bodies for HIPAA Security compliance exist at date of the publication of the final Rule. Evaluation may therefore be done in-house or with the assistance of security and compliance experts and your current IT consultant and advisor.
Once the security policies and procedures are implemented with an appropriate level of risk of that security being breached, Charlottesville Radiology cannot simply sit back. As the environment changes, risks change.  It is the responsibility of the Privacy and Security Officer to conduct an evaluation for CRL to assess the need for a new evaluation based on changes to the security environment and operational changes or even regulatory changes since the last evaluation.  
To ensure comprehensive coverage in technical evaluation, testing should include both security functional (to ensure the system components are enforcing security policies correctly) and penetration testing (to provide a level of assurance that security controls guard against circumvention).  CRL will perform an evaluation of both technical and non-technical security safeguard’s to ensure that we are in compliance with Security Rule and to review when there are environmental or operational changes that could affect the security of EPHI.  
The evaluation may be performed internally by the Privacy and Security Officer or by a contracted external IT consultant or HIPAA expert.
Standard 9  164.308 (b)(1)(i)  Business Associates and Other Arrangements:  A covered entity may permit a business associate to create, receive, maintain, or transmit electronic protected health information on the covered entity's behalf only if the covered entity obtains satisfactory assurances, in accordance with §164.314(a), that the business associate will appropriately safeguard the information. A covered entity is not required to obtain such satisfactory assurances from a business associate that is a subcontractor.
CRL will permit a Business Associate to create, receive, maintain or transmit electronic PHI on the practice’s behalf only if after CRL has obtained satisfactory assurances that the associate will appropriately safeguard the information and that there is no degradation of privacy safeguards.  CRL will ensure with an addendum to the Business Associates Agreement that all privacy protections under the privacy standard are complied with.
164.308 (b)(1)(ii)  Written Contract or Other Agreement (Required):  Document the satisfactory assurances required by paragraph (b)(1) or (b)(2) of this section through a written contract or other arrangement with the business associate that meets the applicable requirements of §164.314(a).
Third-party vendors – Business Associates - represent a security risk—vendors working with healthcare organizations account for more than 20% of the breaches experienced, and they have accounted for some of the largest breaches to date, according to the report.  Many healthcare organizations do not proactively assess their vendors either before or at the onset of services. At least 20% of the vendors assessed represented a medium to high risk to the healthcare organizations they served. The most common gaps among third-party vendors included risk assessment, access management and governance.

CRL has distributed the Business Associate Agreement, addendum #2, to the appropriate associates and companies that will implement administrative, physical and technical safeguards to:

(i) 
protect our EPHI in accordance with the Security Rule; 
(ii) 
ensure BA agents or subcontractors who receive our EPHI agree to implement reasonable and appropriate safeguards with respect to EPHI; 
(iii) 
require BA’s to report any security incident; and, 
(iv) 
authorize termination of the contract by CRL if the BA violates a material term.  
These contracts will be sent out in duplicate signed by CRL’s CEO with a cover letter requesting that one copy be returned to the Security Officer.
PHYSICAL SAFEGUARDS  §164.310
Physical Safeguards - Defined as the “physical measures, policies, and procedures to protect a covered entity's electronic information systems and related buildings and equipment, from natural and environmental hazards, and unauthorized intrusion.” 
An important step in protecting electronic protected health information (ePHI) is to implement reasonable and appropriate physical safeguards for information systems and related equipment and facilities.  

The second section of the HIPAA Security Rule is related to physical safeguards.  Physical safeguards are physical measures, policies and procedures to protect and secure your electronic information systems. 
The safeguards are focused on protecting electronic information systems and related buildings and equipment from natural hazards, environmental hazards, and unauthorized intrusion. 
Physical safeguard standards pertain to Charlottesville Radiology's physical location (facility), who has access to the facility and when, how hardware and software systems are protected and used in the facility, how electronic protected health information is safeguarded on hardware in the facility, how records of electronic protected health information are properly disposed of, and how media containing such records are used and reused after disposal of records of electronic protected health information.

When evaluating and implementing these standards, Charlottesville Radiology must consider all physical access to EPHI. This may extend outside of the actual offices and could include Providers and workforce members’ homes or other physical locations where they may access EPHI.

Standard 10  164.310 (a)(1):  Facility Access Control Standard Implement policies and procedures to limit physical access to its electronic information systems and the facility or facilities in which they are housed, while ensuring that properly authorized access is allowed.”
Providers have to be gatekeepers when it comes to physical access to their facilities and ensure that only authorized users are able to reach sensitive data.  This standard focuses on implementing policies and procedures to limit physical access to electronic information systems and the facility or facilities in which they are housed, while ensuring that properly authorized access is allowed.  "Access controls" include more than locks and keycards.  A room for storing health information may be locked, but is not secure if the walls to the room don't extend above the false ceiling, allowing someone to enter the room with relative ease.  Medical Practices would be well-served to survey physical safeguard standards with a fine-tooth comb and know all of the various policies and procedures that need to be in place to be HIPAA compliant. These rules don’t jump out like technical safeguards such as encryption standards do because they seem obvious and almost trivial.  But doesn’t it stand to reason that if all healthcare providers paid better attention to physical safeguards, the number of health data breaches involving stolen laptops, thumb drives or other devices could be reduced?
As a general practice, access control procedures should be designed with internal controls built in. That means employing a system of checks and balances to ensure that one person acting alone cannot thwart facility security measures. With effective internal controls, inappropriate access would require the cooperation of two or more individuals, making such an event less likely to occur.

CRL will implement the following policy to limit the physical access to EPHI and the other sources in which EPHI is housed to ensure that only properly authorized access is permitted.  Pending the employee’s job description, eligible employees/partners are permitted sufficient access management to EPHI to fulfill their job duties.  The 2 sources for obtaining EPHI are: (1) MBMS and (2) Sentara Martha Jefferson Hospital’s Powerchart/EPIC.  Only specific employees/partners, pending the employee’s job description, will be authorized to access EPHI.   All CRL employees/partners will be required to only view the Minimum Necessary for TPO necessary to fulfill their job descriptions.   
164.310 (a)(2)(i)  Contingency Operation (Addressable):  Establish (and implement as needed) procedures that allow facility access in support of restoration of lost data under the disaster recovery plan and emergency mode operations plan in the event of an emergency.

The key consideration is, in response to an emergency affecting internal or external parts of the premises, restoration of systems and access to electronic protected health information.  Accordingly, the contingency operations plan related to Charlottesville Radiology includes the designation of key personnel from the workforce and business associates, as appropriate, to handle the emergency or disaster, and ensuring that such personnel have access to emergency facilities to restore business operations and systems.  

The Contingency Operations standard requires Charlottesville Radiology to establish procedures that allow facility access in support of restoration of lost data under the Disaster Recovery Plan in the event of an emergency.  CRL has a plan in place that ensures the right people can access the areas where our PHI data is physically housed.  This means putting a plan together so in an emergency or a data center outage, you can access and retrieve your PHI data or a backup copy of your PHI data.  

The main aim of contingency operations is to work on processes that can assist the facility to access its restored data under emergency operation mode plan and the disaster recovery plan in case of an emergency. On the other hand, physical security cannot be overlooked when it comes to disaster and business continuity planning. In addition, administrative controls necessary for physical access must be established to ensure contingency operations run as planned in the plans.   

In the event of an emergency, CRL will investigate the source of the emergency in order to prioritize the operations to ensure proper safety of EPHI or restore EPHI in the most efficient and accurate way.  CRL will contract out, if necessary, and utilize the appropriate resources to recover EPHI as soon as possible.  
164.310 (a)(2)(ii)  Facility Security Plan (Addressable):  Implement policies and procedures to 
safeguard the facility and the equipment therein from unauthorized physical access, 
tampering, and theft."
In general, physical access controls allow individuals with legitimate business needs to obtain access to the facility and deny access to those without legitimate business needs. The key word in this implementation specification is "unauthorized physical access" and includes access to building exteriors and interiors, tampering, theft, intrusions, and deliberate impairment of systems, including computers and electricity supply. Facility access controls, like any security measure, must seek to balance security levels with ease-of-use.  Facility security plans must document the use physical access controls. These controls must ensure that only authorized individuals have access to facilities and equipment that contain EPHI.  
To establish the facility security plan, CRL has reviewed risk analysis data on persons or workforce members that need access to facilities and equipment. This includes staff, patients, visitors and business partners like drug representatives.  To make this work and be effective, workforce member feedback is invaluable in making determinations of controls implemented—however, reasonableness and appropriateness must always be evaluated in light of the specific organization’s environment.  Procedures must also be used to prevent tampering and theft of EPHI and related equipment.

CRL has its computer system within its facility equipped with password protection for initial entry.  No employee is permitted to allow knowledge of passwords to other employees/partners with the exception of the Practice Manager.  All systems are required to shut down prior to an employee leaving the premises in order to avoid unauthorized access, tampering or theft.
164.310(a)(2)(iii)  Access, Control and Validation Procedure (Addressable):  Implement procedures to control and validate a person's access to facilities based on their role or function, including visitor control, and control of access to software programs for testing and revision.
The Access Control and Validation Procedures require Charlottesville Radiology to create a procedure that will validate a person’s need to access a specific area of the physical space as well as access to software systems. Access to the facility must be contingent upon the verification of an individual’s identity as well as their need for access to carry out business functions. This includes visitor control. Procedures are in place to ensure that the people accessing the facility area where PHI is located are indeed who they say they are, and that their access to PHI is in accordance with his or her role in the organization.  In general, you need to align a person’s access to their role, function, job responsibilities, or contractual obligations.
164.310(a)(2)(iii)  Maintenance Records (Addressable):  Implement policies and procedures to document repairs and modifications to the physical components of a facility which are related to security (for example, hardware, walls, doors, and locks).

Maintenance Records state that you must keep records of any external services you use. You will also need to keep notes about any physical modifications you make to the physical aspects of your medical office, such as replacing doors, alarms, and locks. This specification requires Charlottesville Radiology to create and implement policies and procedures that document repairs and modifications to the physical components of the facility that relate to security.  The documentation should be in writing and record any action taken in regards to maintenance repairs and modifications to physical components of the facility related to security, such as hardware, walls, doors, and locks.  These procedures document any additions, changes, removals and repairs to the physical facility housing your PHI data.  Common items logged include replacing a broken digital alarm keypad, upgrading the video surveillance system, recoding server room keys and even the reissue of an entry key to an authorized person. It is important to determine the types of activities that should be documented. This will ensure that your documentation is consistent and complete.

The regulations cite "hardware, walls, doors and locks" as examples of physical components related to security. Physical components could also include grounds security (gates, alarms, and communication systems), building security (doors, walls, hardware, window bars, locks, fireproofing, sprinkler systems, and smoke detectors), equipment and devices used by security personnel (televisions, monitors, radios, pagers), and information system security (computers, servers, back-up systems). 
Maintenance records are an excellent way to demonstrate security compliance efforts. Maintenance records can be used to document the installation of security measures, the monitoring and update of the systems, and action taken in the event of a detected breach or weakness in the systems.  CRL does not limit maintenance records to a simple log of repairs and updates. Very often maintenance will be conducted by a third party, presenting the risk of introducing unauthorized persons into the facility and/or systems. Where appropriate and reasonable, the Privacy and Security Officer screens and supervises persons providing maintenance services.  She also makes records of screening and supervisory efforts part of the maintenance records, too.  The Security Rule requires that this documentation be maintained for a period of six years after completion of each maintenance action regarding physical security. The record may be maintained in electronic format, but the retention time requires that electronic logs be routinely backed up.

Standard 11   164.310(b)   Workstation Use:  Implement policies and procedures that specify the proper functions to be performed, the manner in which those functions are to be performed, and the physical attributes of the surroundings of a specific workstation or class of workstation that can access electronic protected health information.
The term “Workstation” refers to a specific work space, an electronic computing device, for example, the laptops, desktop computer, or any other device that performs similar functions, and electronic media stored in its immediate physical environment. This will also include some of the more recent devices such as tablet devices (e.g., iPad, Smartphones etc.) though these devices were not around a few years ago when the Final HIPAA Security Rule was issued. The critical variable is not the particulars of the device itself, but whether it can access or store PHI.  If it can, formal, documented policies and procedures must be in place, and the covered entity must take reasonable, appropriate steps to assure that the policies and procedures are followed.  
The Workstation Use standard requires Charlottesville Radiology to specify the proper functions to be performed by electronic computing devices. Inappropriate use of computer workstations can expose the IT network systems of Charlottesville Radiology to risks, such as virus attacks, compromise of information systems, and breaches of confidentiality. The objective of the Workstation Use standard is to implement policies and procedures that specify the proper functions to be performed, the manner in which those functions are to be performed, and the physical attributes of the surroundings of a specific workstation or class of workstation that can access electronic PHI (EPHI).  
Ideally, workstations used to access ePHI should be located only in controlled areas.  Keep in mind that even if an unauthorized person gains access to a workstation, you have installed appropriate technical security – authentication – to prevent the individual from actually accessing the EPHI.  Commentary to the final Security Rule indicates that the workstation definition was derived from currently accepted definitions in industry publications such as ISO 7498-2 and ASTM E1762-95.  
CRL delegates the allowable computer function(s) that each employee is permitted to perform on each individual CRL owned work station and the appropriate manner to carry out these functions, as addressed in the Policy & Procedure Manual, this document and the HIPAA Policy.  This includes but is not limited to the physical attributes of the surroundings of CRL owned work stations with access to EPHI, that all passwords remain confidential and that each employee maintains patient confidentiality according to HIPAA guidelines.  Each of these items is based on the individual employee’s job descriptions, duties and responsibilities.    
Standard 12  164.310 (c)  Work Station Security:  Implement physical safeguards for all workstations that access electronic protected health information, to restrict access to authorized personnel.
The Workstation Security standard encompasses the area of secure workstation location.  That includes the general physical surroundings and environment of the workstation. CRL may implement a variety of strategies to restrict access to workstations with EPHI.  One way may be to completely restrict physical access to the work station by keeping it in a secure room where only authorized personnel work. Secure workstation location may result in physical safeguards such as walls, screen filters and screen savers which limit the visibility of monitors. The Workstation Security standard addresses how workstations are to be physically protected from unauthorized users.  It addresses issues such as:
· Physical attributes of the surroundings

· The sensitivity of data to be accessed from a site

· Monitor positioning (screens turned away from public)
· Access to the building is controlled after hours and on weekends and keys are accounted for.

· Access to the computing server room is controlled by locked doors and keys are accounted for.

For example, a terminal used to access sensitive information may be placed in a locked room and restricting access to that room to authorized personnel.  Another example is not placing a terminal used to access patient information in any area of a doctor’s office where the screen contents can be viewed from the reception area. Screens should be turned away from the public.
CRL has implemented physical safeguards for all CRL owned workstations that access EPHI, to restrict access to authorized users by:  maintaining password protection for each system within the office and reviewing the accessibility of each employee.  CRL will issue each eligible employee a password for each separately identifiably software program that is located on their system.  This will be given after receiving approval for accessibility to limit the access to workstations to those that are authorized to utilize it.  The Privacy and Security Officer will also ensure that employees are made aware of the reality that is faced in healthcare  because sensitive electronic information is everywhere – especially on desktops, I-phones, and mobile storage devices.  When these systems are lost, stolen or otherwise mishandled the tangible and intangible costs to Charlottesville Radiology can be enormous.
Inappropriate use of computer workstations is a terminable event and that "surfing" the web or visiting social media sites can expose Charlottesville Radiology to risks, such as virus attacks, compromise of information systems, and breaches of confidentiality.
Standard 13   164.310 (d)(1)  Device and Media Control:  Implement policies and procedures that govern the receipt and removal of hardware and electronic media that contain electronic protected health information into and out of a facility, and the movement of these items within the facility.
As referenced here, the term “electronic media” means, “electronic storage media including memory devices in computers (hard drives) and any removable/transportable digital memory medium, such as magnetic tape or disk, optical disk, or digital memory card…”  This standard covers the proper handling of electronic media including receipt, removal, backup, storage, reuse, disposal and accountability.  
Often organizations give computers to their employees, libraries, schools, etc., once they have depreciated and are no longer useful to the organization.  Others destroy them.  CRL must document how it will ensure that all electronic PHI is removed from the device or media when disposing of it.  Be careful, even deleting the files or records does not remove them completely from the device and often times they can still be recovered.  No device or media containing disk/drive ever be donated.  All devices and media which are capable of storing EPHI will be physically destroyed by NWG Solutions, IT Consultant, when its useful life is expended.  
The Privacy and Security Officer will validate that NWG Solutions utilizes one of following methodologies found in NIST SP 800-88, Guidelines for Media Sanitization.  All NIST documents are found free on–line.  These protocols may include clearing (using software or hardware products to overwrite media with 

non-sensitive data), purging (degaussing or exposing the media to a strong magnetic field in order to disrupt the recorded magnetic domains), or the most effective way of destroying the media - disintegration, pulverization, melting, incinerating, or shredding.  

CRL will contract NWG Solutions or another computer programming specialist to come onsite to remove all EPHI from any computer system that is to be removed from the premises.  Any system that is to be relocated within the facility will be reviewed by NWG Solutions and the Privacy and Security Officer prior to assigning that system to another employee. 
164.310 (d)(2)(i)  Disposal (Required):  Implement policies and procedures to address the final disposition of electronic protected health information, and/or the hardware or electronic media on which it is stored.”

When Charlottesville Radiology disposes of any electronic media that contains EPHI, the Privacy and Security Officer is responsible to ensure that it is unusable, unrecoverable, and/or inaccessible.  Truly disposing of electronic information isn't as easy as one might think.  One way to dispose of electronic media is by degaussing.  Degaussing is a method whereby a strong magnetic field is applied to magnetic media to fully erase the data.  If you do not have access to degaussing equipment, another way to dispose of the electronics is to physically damage beyond repair, for example, disintegration, pulverization, melting, incinerating, or shredding – all of which may make the data inaccessible.
It is important to understand the difference between preventing recovery of data by ordinary access methods (clearing) and preventing recovery by laboratory methods (purging).  Basically, "clearing" involves using the deleting functions built into the PC operating system.  Purging techniques range from sophisticated disc overwriting (embodied in Department of Defense Standard 5220.22-M) to degaussing (using a magnetic field to return the medium to its initial state) to outright destruction of the medium.
Disposal is the final phase in the IT system life cycle. Although the manufacturing industry suggests three years as a replacement cycle for PCs, in recent years that has tended to lengthen towards four to five years. Even so, this suggests that PCs will be replaced before the expiration of applicable state and federal medical record retention periods.  The determination of the appropriate disposal technique will be driven primarily by CRL’s risk analysis - what are the risks of an unauthorized recovery and what are the costs of preventing that risk?  Data recovery equipment is cheap and increasingly user friendly, and the costs of an unauthorized recovery can be substantial.  Unless discarded hardware is going straight to the county landfill with no stops along the way, some kind of purging method will usually be in order.

CRL will contract with NWG Solutions or another computer programming specialist when it is required to handle/remove/safeguard EPHI that is being disposed of.  This includes but is not limited to:  hardware, software and other media.  Example:  erasing hard drives prior to disposal of computers, adding, removing and/or modifying any software.  
NOTE:  In “Guidance Specifying the Technologies and Methodologies That Render Protected Health Information Unusable, Unreadable, or Indecipherable to Unauthorized Individuals” (Page 19006:  Federal Register/Vol. 74, No. 79/Monday, April 27, 2009/Rules and Regulations), there is a description of the technologies and methodologies that can be used to render PHI unusable, unreadable, or indecipherable to unauthorized individuals.  HIPAA has outlined specific requirements when it comes to the proper disposal methods, which include shredding at a P-5 crosscut level, burning, pulping, or pulverizing any paper records that contain protected health information to the point that the items are completely unreadable and indecipherable. Shredding can create "secured" PHI but be sure you have a representative witness from time to time to validate and verify that the paper PHI is actually shredded.
164.310 (d)(2)( ii)  Media Re-use (Required): Implement procedures for removal of electronic protected health information from electronic media before the media are made 
available for re-use.
This standard is similar to disposal, except that media is being reallocated within Charlottesville Radiology, and it may contain electronic PHI that the new employee should not have access to.  So again, you must implement procedures to remove the electronic PHI before re-using the media.  Charlottesville Radiology must appropriately "clean" electronic media, whether for internal or external use.  Internal re-use may include re-deployment of PCs or the sharing of thumb drives.  External re-use may include donation of electronic media to local schools or libraries. In either of these instances, it is important to remove all EPHI previously stored on the media to prevent unauthorized access to the information.  
NOTE: It is highly recommend that no device or media containing disk/drive ever be donated.  All devices and media which are capable of storing EPHI should be physically destroyed when its useful life is expended by following one of the methodologies found in NIST SP 800-88, Guidelines for Media Sanitization.  All NIST documents are found free on –line. 

164.310 (d)(2)(iii)  Accountability (Addressable):  Maintain a record of the movements of hardware and electronic media and any person responsible therefore.
This standard establishes the guidelines for maintaining a record of the movements of hardware and electronic media and any person responsible for it.  Whenever installing, updating, or moving hardware and software, the Privacy and Security Officer is responsible for creating records of these actions.  Since it is feasible that hardware and media containing EPHI may be moved from one Charlottesville Radiology office area to another, this Standard requires that a record should be maintained as documentation of the move.  Portable workstations and media present a special accountability challenge.  Portable technology is getting smaller, less expensive, and has an increased capacity to store large quantities of data. As a result, it is becoming more prevalent in the health care industry, making accountability even more important and challenging. 

If IT staff must perform work on computers used with ePHI, it is preferred that the work take place at the equipment’s normal location in Charlottesville Radiology (if at all possible), as this location will have been evaluated and is most likely secured.  
CRL does not currently maintain a record of the movement of hardware or the electronic media.  This EPHI information is maintained by MBMS and Martha Jefferson.  Any movement of equipment will be handled by NWG Solutions or another contracted computer programmer specialist. 
164.310 (d)(2)(i)  Data Backup and Storage (Addressable):  Create a retrievable, exact copy of electronic PHI, when needed, before movement of equipment.
The Data Backup and Storage implementation specification requires Charlottesville Radiology to create an exact retrievable copy of electronic protected health information, when needed, before movement of equipment that may contain PHI.  Several sections of the Final Rule address the need for backing up data, e.g., in the Contingency Plan standard. Think of this as a mini disaster recovery plan in case the equipment is damaged while moving.  

When equipment is moved, one should consider a process to be prepared for problems and, prior to such movement, should ensure a current backup is made of the information on that equipment.  Data may also be lost or corrupted in movement – hence a good data backup plan is important. It is important to ensure consistent backup of any data to ensure that the organization can still access its latest data in the event of a disaster or system failure. In addition, this will reduce risks of losing critical data which is quite common if a database is not updated consistently.  

CRL maintains the backup of the information located on Chris Jargowsky’s system.  All EPHI maintained through MBMS will be backed up by MBMS.  All EPHI obtained through Sentara Martha Jefferson Hospital is maintained by Sentara Martha Jefferson Hospital Information Services Department.
TECHNICAL SAFEGUARDS  §164.312
Technical Safeguards – These provisions are defined in the HIPAA Privacy and Security Rules as the “technology and the policy and procedures that protect electronic protected health information and control access to it (the EPHI).” 

Technical safeguards are becoming increasingly more important due to technology advancements in the health care industry. As technology improves, new security challenges emerge. Charlottesville Radiology is faced with the challenge of protecting electronic protected health information (EPHI), such as electronic health records, from various internal and external risks.  To reduce risks to EPHI, all covered entities must implement technical safeguards.  Essentially, Charlottesville Radiology must use any security measures that allow it to reasonably and appropriately implement the necessary standards for protection.  Moreover, Charlottesville Radiology must determine which security measures and specific technologies are reasonable and appropriate.
Standard 14   164.312(a)(1)  Access Control:  Implement technical policies and procedures for electronic information systems that maintain electronic protected health information to allow access only to those persons or software programs that have been granted access rights as specified in §164.308(a)(4).
Access control relates to authentication needs in that it requires Charlottesville Radiology to implement technical policies and procedures that allow only authorized persons to access ePHI. This not only means assigning a centrally-controlled unique username and password for each user but also establishing procedures to govern the release or disclosure of ePHI during an emergency.  Access controls provide employees with rights and/or privileges to access and perform functions using information systems, applications, programs, or files.  Access controls should enable authorized employees to access the minimum necessary information needed to perform their assigned job functions.  Rights and/or privileges should be granted to authorized users based on a set of access rules that Charlottesville Radiology implemented as part of § 164.308(a)(4), the Information Access Management standard under the Administrative Safeguards section of the Security Rule.
CRL will restrict access to EPHI to employees/partners granted access pursuant to the Information Access Management Standard through the use of technology to restrict access accordingly.  This will be restricted through password protected programs on each individual system, level of access that is permitted and allowable to view and/or work with.  
164.312(a)(1)(i)  Unique User Identification (Required):  Assign a unique name and/or number for identifying and tracking user identity.”

The Unique User Identification implementation specification of the Access Control standard requires Charlottesville Radiology to assign a unique name and/or number for identifying and tracking user identity. Username/password combinations, digital signatures, as well as other mechanisms can be used to implement this requirement. This implementation specification effectively prohibits the sharing of user names between employees in most situations.

CRL will have each employee choose a unique name and/or number for identifying and tracking user identity.  This will be for utilization of the MBMS system and MJH’s Powerchart/EPIC system.  

164.312(a)(1)(ii)   Emergency Access Procedure (Required):  Establish (and implement as needed) procedures for obtaining necessary electronic protected health information during an emergency.
The Emergency Access Procedure specification requires Charlottesville Radiology to establish and implement as needed procedures for obtaining necessary electronic protected health information (EPHI) during an emergency.  Emergency access procedures do not rely on the availability of a single individual – multiple employees have keys for emergency entry.  Procedures must be established beforehand to instruct workforce members on possible ways to gain access to needed EPHI in, for example, a situation in which normal environmental systems, such as electrical power, have been severely damaged or rendered inoperative due to a natural or manmade disaster. These procedures are documented instructions and operational practices for obtaining access to necessary EPHI during such  an emergency situation.  Emergency access is a necessary part of access control and will be necessary under emergency conditions, although these might be very different from those used in normal operational circumstances.  The need for access to EPHI may change during an emergency. Specifically, some job functions may be temporarily realigned necessitating different access to EPHI by workforce members.  In addition, the need to restore and verify the integrity of the restored data may require different access by IT personnel and others involved in disaster recovery.
164.312(a)(1)(iii)  Automatic Log-Off (Addressable):  Implement electronic procedures that 
terminate an electronic session after a predetermined time of inactivity.

Automatic logoff is an effective way to prevent unauthorized users from accessing EPHI on a workstation when it is left unattended for a period of time.  As a general practice, employees should logoff the system they are working on when their workstation is unattended.  It is not unusual for employees often walk away from workstations without logging off allowing anyone to continue viewing the screen the employee had open.  Automatic log-off procedures can be implemented to minimize the likelihood that an unauthorized individual may access the workstation.  Such mechanisms might include a password-protected screen saver or configuring the operating system or other application to terminate a session after being idle for more than a few minutes.

CRL will have the computer systems automatically go to a screen saver after a specified time pending the system/user.  The user must enter in their password to utilize their system.  The employee will then be required to log back on to the system to resume their work duties.  
164.312(a)(1)(iv)  Encryption and De-Encryption (Addressable):  Implement a mechanism to 
encrypt and decrypt electronic protected health information.
The Encryption and Decryption implementation specification requires Charlottesville Radiology to address implementing a mechanism to encrypt and decrypt electronic protected health information.  Encryption is a method of converting an original message of regular text into encoded text. The text is encrypted by means of an algorithm.  If information is encrypted, there would be a low probability that anyone other than the receiving party who has the key to the code or access to another confidential process would be able to decrypt (i.e., translate) the text and convert it into plain, comprehensible text.  

In a virtual distributed system, the ability to accomplish security objectives is highly dependent on trustworthy communications. The protected communications control ensures the integrity, availability, and confidentiality of sensitive and critical protected health information while it is in transit.  While addressable, the HITECH Act provides safe harbor within the Breach Notification Rule for PHI that is “secured”.  For ePHI, encrypted ePHI is considered secured.  Applications or media which might pose a greater risk (thus indicating encryption may be appropriate) include Web-based applications and portable media such as laptops, USB drives, PDAs, disks and CDs.  This specification addresses the need to encrypt ePHI both at rest (stored) and while in transit.
When CRL transmits EPHI on an open network, we will implement a mechanism to encrypt and de-encrypt EPHI in order to prevent unauthorized access.
Standard 15   164.312(b)  Audit Controls:  Implement hardware, software, and/or procedural mechanisms that record and examine activity in information systems that contain or use electronic protected health information.
Audit controls refer to the capability to record and examine system activity. The audit control standard provides a means to assess activities regarding the electronic protected health information in Charlottesville Radiology's care.  Monitoring activity in IT systems which use electronically protected health information (ePHI) is required by HIPAA.  Additionally, practices need a policy for regularly reviewing audit records to ensure activity (logins/log offs, file accesses, etc.) on those electronic systems is appropriate. Audit controls should generate system audit logs.  All computers that are used in business today have the ability to capture system activity that shows details of the work performed by the computers.  For audit controls to be effective, hardware, software, and/or procedural mechanisms must be implemented to record and examine access and other activity in information systems that contain or use ePHI.  However, it is important to turn the audit system ON.  
The audit system can be taxing on system resources and difficult to manage.  Therefore it is important to work with NWG Solutions to tailor and secure the audit system and audit logs.  Industry best practices include the use of automated audit analysis tools to manage the audit systems as well as the audit logs or records that are generated by the audit system and determine significant events and trends.  These tools (like other monitoring mechanisms) must be fine-tuned over time to eliminate false alarms and ensure that significant occurrences are known. These audit analysis tools should provide the audit log reports in a human-readable and intelligible format that will facilitate the internal systems review process of audit logs
Standard 16  164.312(C)  Integrity: Implement policies and procedures to protect electronic protected health information from improper alteration or destruction.”
The integrity controls refer to policies and procedures being put in place that ensure ePHI is not altered or destroyed – either intentionally or unintentionally. The Integrity Standard requires Charlottesville Radiology to implement policies and procedures to protect electronic protected health information (EPHI) from improper alteration or destruction.  The focus of integrity is to ensure electronic confidential information is kept consistent with the source information and is not changed inappropriately – either intentionally or unintentionally.

EPHI that is improperly altered or destroyed can result in clinical quality problems for Charlottesville Radiology, including patient safety issues. The integrity of data can be compromised by both technical and non-technical sources.  Employees or business associates may make accidental or intentional changes that improperly alter or destroy EPHI.  Data can also be altered  or destroyed without human intervention, such as by electronic media errors, failure, or intrusive hackers. The purpose of this standard is to establish and implement policies and procedures for protecting EPHI from being compromised regardless of the source.

CRL will not permit improper alteration or destruction of EPHI.  If an employee not does comply with this standard, a meeting will occur with the Privacy and Security Officer, the physician liaison, and a CRL board member.  Pending the results of this meeting, actions could result in possible immediate termination.
164.312(c)(1)  Mechanism to authenticate EPHI (Addressable):   Implement electronic mechanisms to corroborate that electronic protected health information has not been altered or destroyed in an unauthorized manner.
The Mechanism to Authenticate Electronic PHI implementation specification requires CRL to address implementing electronic mechanisms to corroborate that electronic protected health information has not been altered or destroyed in an unauthorized manner.  MBMS system automatically tracks event and system logs and notes who has accessed each account and what changes/revisions/modifications have been made to each patients account.  Any unusual actions are reported to the Privacy and Security Officer.
Standard 17 164.312(d)  Person or Entity Authentication Standard:  Implement procedures to verify that a person or entity seeking access to electronic protected health information is the one claimed.

Authentication is the process of “proving” your identity. Authentication is typically the first step in gaining access to the system. The objective of the Person or Entity Authentication standard is to implement procedures to verify that a person or entity seeking access to electronic protected health information (EPHI) is the one claimed. A system needs to authenticate users to a degree appropriate for the level of risk/threat that an authenticated user represents.  For example, typing a username and a password is an example of authenticating yourself as a user on the system.

Charlottesville Radiology has in place appropriate technical processes to authenticate the identity of each person or entity (usually another computer or process) accessing or attempting to access PHI.  This access can be at the workstation or program level, depending on the requirements of the organization. These technical processes usually require persons and entities to provide a password, a physical identification (e.g., a token) or biometric identification like fingerprint.  Access of individuals is implemented through the administrative policies and procedures related to the use of passwords and individual access to ePHI.  Similar policies and procedures must be in place to authenticate entities to ensure that ePHI is only shared with appropriate, authorized entities.

When considering authentication solutions, it is important to consider the criticality and sensitivity of information.  Using a simultaneous combination of authentication mechanisms, called multifactor authentication, can help to mitigate against risks to circumventing authentication controls.  An example of this approach is to require a fingerprint scan (biometric) followed by the entering of a password rather than just one or the other.  In this case, a compromised password would be rendered useless since a matching fingerprint is required, and a forged fingerprint alone would not achieve an attacker’s goals if the password was not also known.  While this approach provides solid authentication, care should be taken to balance the level of assurance needed with associated financial and performance costs.  
CRL utilizes the password systems in the MBMS system and Sentara Martha Jefferson Hospital Powerchart/EPIC systems in order to access patient EPHI.  This password is not to be given to any other individual in order to guarantee that the individual signing on to the IT system is the actual person.  

Standard 18  164.312(e)(1)  Transmission Security Standard:  Implement technical security measures to guard against unauthorized access to electronic protected health information that is being transmitted over an electronic communications network.
CRL has implemented security measures to guard against unauthorized access to EPHI that is being transmitted over an electronic communications network by utilizing the secure encrypted networks provided by MBMS and Sentara Martha Jefferson Hospital.
164.312(e)(1)(i)   Integrity Controls (Addressable):  Implement security measures to ensure that electronically transmitted electronic protected health information is not improperly modified without detection until disposed of.

Protecting the integrity of EPHI maintained in information systems in this context is focused on making sure the EPHI is not improperly modified during transmission. A primary method for protecting the integrity of EPHI being transmitted is through the use of network communications protocols including encryption.  In general, these protocols, among other things, ensure that the data sent is the same as the data received.  The Integrity Controls implementation specification requires Charlottesville Radiology to address implementing security measures to make sure that electronically transmitted electronic protected health information (EPHI) is not improperly modified without detection until disposed of properly.  In reality, the risk of illicitly intercepting ePHI and changing it is generally low.  However, it can - and has - happened.

CRL does not transmit EPHI electronically over an open network without utilizing an encryption system.
164.312(e)(1)(ii)  Encryption (Addressable):  Implement a mechanism to encrypt electronic protected health information whenever deemed appropriate.
The Encryption implementation specification requires Charlottesville Radiology to address implementing a mechanism to encrypt electronic protected health information (EPHI) whenever deemed appropriate.  Industry best practices include implementing encryption and integrity controls based upon sensitivity and criticality needs, respectively.  Since these controls are often expensive in terms of cost and performance, they should be used judiciously; however, care must be taken such that the “reasonable and appropriate” criteria are satisfied.  The process of encryption transforms plaintext into ciphertext and the process of decryption transforms ciphertext into plaintext.

Charlottesville Radiology, and all its Business Associates, must seriously consider the use of encryption technology for transmitting electronic PHI over the Internet. As a rule, any electronic PHI transmitted over an open network (such as the Internet) must be encrypted.  CRL has developed a mechanism to encrypt EPHI whenever deemed appropriate.  
Definitions:  For the purposes of the Charlottesville Radiology HIPAA Security Policies, the following terms have been defined.

Access – The ability or the means necessary to read, write, modify or communicate data/information or otherwise use any system resource.

Access Control – The process that limits and controls access to resources of a computer system; a logical or physical control designed to protect against unauthorized entry or use.

Access Control Mechanisms – Hardware, software, or firmware features and operating and management procedures in various combinations designed to permit authorized, and detect and prevent unauthorized access to a computer system.

Access Rights – Also called “permissions” or “privileges”, these are the rights granted to users. Access rights determine the actions users have been authorized to perform (e.g., read, write, execute, create and delete).

Administrative Safeguards- Security measures taken to protect and manage electronic protected health information.

Application – A computer program or set of programs that processes records for a specific function.

Application Controls – These refer to the transactions and data relating to computer-based applications whose purpose is to ensure the completeness and accuracy of records and the validity of the entries in the records. Applications controls may be manual or programmed, and the records and entries may result from both manual and programmed processing. Examples of application controls include, but are not limited to, data input validation, agreement of batch totals and encryption of data transmitted.

ARRA – The American Recovery and Reinvestment Act of 2009 (Pub.L. 111-5) is an economic stimulus package enacted by the 111th United States Congress in February 2009.  The Health Information Technology for Economic and Clinical Health Act (the HITECH Act) provisions of ARRA in Title XIII include important changes in HIPAA Privacy and Security.  

Audit – A methodological examination and review of Charlottesville Radiology’s implementation of HIPAA Security Policies and Procedures.

Authentication – The corroboration that a person is the one claimed. Authentication is the act of verifying the identity of a user and the user’s eligibility to access computerized information. Authentication is designed to protect against fraudulent logon activity. It also can refer to the verification of the correctness of a piece of data.

Availability- Data or information that is accessible and useable upon demand by an authorized person.

Backup – Exact copies of files and data, and the necessary equipment and procedures available for use in the event of a failure of applications or loss of data, if the originals are destroyed or systems are not functioning.  Charlottesville Radiology’s back up is off-site to ensure even more security of patient data.

Biometrics- In computer security, the use of unique characteristics to provide positive personal identification. A biometric identification system identifies a human from a measurement of a physical feature or repeatable action of the individual (e.g., retinal scan, fingerprint patterns, and hand written signatures.)

Breach:  A breach is the unauthorized “acquisition, access, use or disclosure” of PHI, except where the unauthorized person to whom it is disclosed would not reasonably have been able retain such information.  Exceptions to the definition of “Breach” include any unintentional acquisition, access or use of PHI by an employee or person acting under the authority of Charlottesville Radiology or a Business Associate if:

a.
Such was made in good faith and within the course and scope of employment; and, 


b.
The information is not further acquired, accessed, used or disclosed; or,

c.
An inadvertent disclosure from an individual otherwise authorized to access PHI at Charlottesville Radiology or one of its Business Associates to another similarly situated individual at the same entity and the information is not further acquired, accessed, used or disclosed.
Business Associate – A person or organization that performs, or assists in the performance of a function or activity on behalf of a covered entity, any function or activity involving the use or disclosure of ePHI, or any other function or activity regulated by HIPAA, or provides legal, actuarial, accounting, consulting, data aggregation, management, administrative, accreditation, or financial services of ePHI.

Business Continuity Plan – Also known as contingency plan. A document describing how an organization responds to an event to ensure critical business functions continue without unacceptable delay or change.

Business Continuity Planning – Business continuity is the ability to maintain the constant availability of critical systems, applications, and information across the enterprise.

C, I, A – Acronym used extensively for confidentiality, integrity and availability of ePHI

Computer Crime:  Computer crimes include but are not limited to unauthorized disclosure, modification or destruction of data, programs or hardware, theft of computer services, illegal copying of software, invasion of privacy, for going, altering or using another user’s unique identifier, theft of hardware, software, peripherals, data or printouts, misuse of communication networks, circulation of software such as viruses, and breach of contract.  

Confidentiality-The status accorded to data or information indicating that it is sensitive, and therefore needs to be protected against theft or improper use and is not made available or disclosed to unauthorized persons or processes.

Covered Entity (CE) – A health plan, a health care clearinghouse, or a health care provider who transmits any health information in electronic form in connection with a transaction covered by HIPAA.

Data aggregation- The collection and analysis of information from different data sources. 

Data Owners – Individuals employed by Charlottesville Radiology who have been given the responsibility for the integrity, accurate reporting, and use of computerized data.

De-Identified Data- A record in which identifying information has been removed. 

Disaster Recovery Plan – A documented plan that provides detailed procedures to facilitate recovery of capabilities at an alternate site.

Disaster Recovery Planning – Disaster recovery refers to the immediate and temporary restoration of

critical computing and network operations after a natural or man-made disaster within defined timeframes. The Disaster Recovery Plan documents how Charlottesville Radiology will respond to a disaster and resume the critical business functions within a predetermined period of time; minimize the amount of loss; and repair, or replace, the primary facility to resume data processing support.

Electronic Media-Electronic storage media includes memory devices in computers (hard drives) and any removable/transportable digital memory medium, such as magnetic tape or disk, optical disk, or digital memory card. 

Electronic Protected Health Information (ePHI) – Individually identifiable health information (IIHI) that is transmitted by electronic media; maintained in electronic media, such as magnetic tape, disc, optical file; or transmitted or maintained in any other form or medium, except that it does not include IIHI in employment medical records held by Charlottesville Radiology in its role as the employer.
Encryption – A technique (algorithmic process) used to transform plain intelligible text by coding the data so it is unintelligible to the reader.

Firewall- A dedicated computer equipped with safeguards that acts as a single, more easily defined Internet connection.

Health Care Clearinghouse – A public or private entity, including a billing service, repricing company,  community health management information system or community health information system, and “value added” networks and switches, that either processes or facilitates the processing of health information.

Individually Identifiable Health Information (IIHI):  Created by or received from a healthcare provider, health plan, employer, or clearinghouse.  IIHI relates to the past, present or future physical or mental health or other condition that requires healthcare.  It also relates to the past, present or future payment for the provision of healthcare and identifies the individual or could be used to deduce the identity of an individual.

Information Security – Administrative, physical and technical controls that seek to maintain confidentiality, integrity and availability (C, I, A) of information.

Information Technology (IT) Resources – IT resources are tools that allow access to electronic technological devices, or are electronic technological devices themselves that service information, access information or is the information itself stored electronically. These resources include all computers and servers; desktop workstations, laptop computers, handheld computing and tracking devices; cellular and office phones; network devices such as data, voice and wireless networks, routers, switches, hubs; peripheral devices such as printers, scanners and cameras; pagers, radios, voice messaging, computer generated facsimile transmissions, copy machines, electronic communication including email and archived messages; electronic and removable media including CD-ROMs, tape, floppy and hard disks; external network access such as the Internet; software, including packaged and internally developed systems and applications; and all information and data stored on equipment as well as any other equipment or communications that are considered IT resources by Charlottesville Radiology.

IT Information Security- The unit within the Information Technology Department responsible for overall information security functions for the Charlottesville Radiology. Information security functions include policy administration, security audits and assessments, security tools, security operations, security investigations, security awareness training, and risk management pertaining to the potential loss or  unauthorized disclosure of IT resources and electronic information.

Integrity - Relevant to computer and system security. A security principle that keeps information from being modified or otherwise corrupted either maliciously or accidentally. Data integrity refers to the accuracy and completeness of the data.

Limited Data Set - A limited data set is protected health information that excludes the following direct identifiers of the individual or of relatives, employers, or household members of the individual: Names; Postal address information, other than town or city, State, and zip code; Telephone numbers; Fax numbers; Electronic mail addresses; Social security numbers; Medical record numbers; Health plan beneficiary numbers; Account numbers; Certificate/license numbers; Vehicle identifiers and serial numbers, including license plate numbers; Device identifiers and serial numbers; Web Universal Resource Locators (URLs); Internet Protocol (IP) address numbers; Biometric identifiers, including finger and voice prints; and Full face photographic images and any comparable images.

Logical Access Control – The policies, procedures, organizational structure and electronic access controls designed to restrict access to computer software and data.

Malicious Software – Software, for example, a virus, designed to damage or disrupt a system.  Also called “Malware”.

Meaningful Use – The criteria by which HHS will determine whether users of electronic health records will qualify for the government subsidies under the HITECH Act during the first two years of the program (2011-2012).  The HITECH Act provides EHR funding over 5 years of up to $44,000 (through Medicare) and $63,750 (through Medicaid) per qualifying physician or other eligible clinician, as well as additional funding for qualifying hospitals.  CMS has broken up the approximately two dozen objectives into two groups, a set of required "core objectives" and a list of "additional important activities" that providers may choose from in meeting the new standards.  The core set contains 14 measures for hospitals and 15 for physicians and other "eligible professionals," including recording patient demographics, maintaining problem lists, computerized physician order entry for some medication orders and reporting on clinical quality measures to CMS or state Medicaid programs. The second category lists 10 additional elements from which providers must choose five to implement in the first two years of the program, 2011-12.

Mitigation - Any action taken to permanently eliminate or reduce the long-term risk to human life, property, and function from hazards.

Need to Know Principle- A security principle stating that a user should have access only to the data he or she needs to perform a particular function.

Password – A protected, generally computer-encrypted string of characters that authenticate an IT resource user to the IT resource.

Personal Representative - A person who has authority under state law to act on behalf of an individual to 
make decisions related to health care.
Physical Security- Protection of physical computer systems and related buildings and equipment from fire and other natural and environmental hazards, as well as from intrusion. Also covers the use of locks, keys, and administrative measures used to control access to computer systems and facilities. The measures used to provide physical protection of resources against deliberate and accidental threats. 

Preventive Controls – Controls designed to prevent or restrict an error, omission or unauthorized intrusion to IT resources.

Risk -The aggregate effect of the likelihood of occurrence of a particular threat with the degree of vulnerability to that threat and the potential consequences of the impact to the organization if the threat did occur.

Risk Analysis (Assessment) – An assessment of the potential risks and vulnerabilities to the confidentiality, integrity and availability of IT resources.

Risk Management - The process of identifying, measuring, controlling, and minimizing or eliminating security risks that may negatively affect information systems. 

Role Based Access- With Role Based Access Control (RBAC) the attempt is made to map the organization’s security policy to a relatively low-level set of technical controls (typically, access control lists) where each user is assigned to one or more predefined roles, each of which has been assigned the various privileges needed to perform that role.

Safeguards- (also called security controls). The protective measure and controls that are prescribed to meet the security requirements specified for systems. Safeguards may include, but are not limited to: hardware and software security features; operating procedures; accountability procedures; access and distribution controls; management constraints, ;personnel security; and physical structures, areas, and devices.

Security Incident – The attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with systems operations in an information system. 

Security or Security Measures- Encompass all of the administrative, physical and technical safeguards in an information system.

Security Officer – The designated individual responsible for the development and implementation of the policies and procedures required by the HIPAA Security Rule.  This position must be approved and at Charlottesville Radiology the Security Officer is Christine Jargowsky, Practice Manager.
Security Policies-The framework with which an organization establishes needed levels of information security to achieve the desired confidentiality goals. A policy is a statement of information values, protection responsibilities, and organization commitment for a system.

Technical Safeguards-Processes put in place to protect EPHI and control access to it.

Threat - An action or event that presents a possible danger to a computer system. The potential for exploitation of a vulnerability.  May be “internal” or “external”. 

Token -A physical item that is used to provide identity. Typically, an electronic device that can be inserted in a door or a computer system to gain access.

Unsecured protected health information (“UPHI”):  Unsecured protected health information is defined as PHI that is not secured through the use of a technology or methodology specified by HHS.  In consultation with information security experts at NIST, HHS has identified two methods for rendering PHI unusable, unreadable, or indecipherable to unauthorized individuals: encryption and destruction. Both of these methods are discussed below. 

Encryption is one method of rendering electronic PHI unusable, unreadable, or indecipherable 
to unauthorized persons.  The successful use of encryption depends upon two main features: the 
strength of the encryption algorithm and the security of the decryption key or process.  The 
specification of encryption methods in this guidance includes the condition that the processes or 
keys that might enable decryption have not been breached. 


The other method of rendering electronic PHI unusable, unreadable, or indecipherable to 
unauthorized persons is the destruction of PHI both in paper and electronic form.  If PHI is 
destroyed prior to disposal in accordance with this guidance, no breach notification is required 
following access to the disposed hard copy or electronic media by unauthorized persons. 
Unique User Identifier – A unique set of characters assigned to an individual for the purpose of identifying and tracking user identity.

Virus- Due to industry terminology and widespread use of calling all malicious software a virus, “virus” refers to all malicious software in the context of countermeasure products.

Vulnerability-A weakness in a system that can be exploited to violate the system’s intended behavior.

Workforce Member - Employees, volunteers, students and residents, temporary staff, agency and contracted staff, credentialed staff, and other persons whose conduct, in the performance of work, is under the direct control of Charlottesville Radiology, whether or not they are paid by the Practice.

Workstation- Means an electronic computing device such as a laptop or desktop computer, or any other device that performs similar functions.  A personal computer that has access to the PHI that is stored within the protected health information network (PHIN). This definition includes personal computers in a typical work area or at home, laptop computers used in a remote location, and wireless devices, such as PDA’s that have been configured to provide access to PHI, and electronic media stored in their immediate environment.
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